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PREFACE

We are stepping into the dawn of the digital era, a period in which data has become a vital resource and a crucial
means of production — the “new energy,” even the “lifeblood” of the digital economy. Digital transformation, with data at
its core, is fundamentally reshaping how we live, work, and develop. Our Party and State have long recognized the
importance of data. Politburo Resolution No. 52-NQ/TW dated September 27, 2019, on certain guidelines and policies for
proactively participating in the Fourth Industrial Revolution, set forth the policy of “Proactively participating in regional
and global legal frameworks to develop the digital economy; improving laws and policies on data and data governance,
facilitating the creation, connection, sharing, and exploitation of data to ensure national cybersecurity, with the aim of
connecting with ASEAN and the international community.” Most recently, Politburo Resolution No. 57-NQ/TW dated
December 22, 2024, clearly identified data as the centerpiece of digital transformation and a key driver of development.
This Resolution also outlined pilot policies to establish an initial legal framework for promoting the development and
utilization of data.

On November 30, 2024, the National Assembly passed the Data Law project, with 451 out of 458 (94.15%) deputies
present voting in favor. The Law comprises 5 chapters and 46 articles, effective July 1, 2025. The birth of the Data Law
marks a pivotal milestone in developing and perfecting the national legal framework, especially in the context of extensive
digital transformation across all aspects of social life. The Law not only establishes a transparent and clear legal corridor
for managing, exploiting, using, sharing, and protecting data but also demonstrates the strong political will of the Party and

State in building a modern, effective, and efficient digital economy, digital society, and digital government. For the People’s
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Public Security forces, the Data Law carries special significance, serving as both a legal foundation and a comprehensive
guide for safeguarding data security and national digital sovereignty in the digital era.

The contest to study the Data Law in the People’s Public Security is an especially important political activity, taking
place while the entire force is promoting comprehensive digital transformation, modernizing the organizational apparatus,
and enhancing capabilities in data management and utilization to serve operational, combat, and force-building needs. This
is not only an opportunity for each officer and soldier to better understand the role and position of data in the digital age,
but also a chance to cultivate legal knowledge, raise awareness of responsibility, foster self-study and research, and actively
apply data in practical work. The contest helps spread the spirit of “supremacy of the law,” promotes serious and effective
implementation of the Data Law throughout the force, especially in protecting citizens’ legitimate rights and interests,
ensuring data security, safeguarding information confidentiality, combating cybercrime, and strengthening rapid response
capacity against non-traditional threats. In particular, through the contest, the People’s Public Security force has another
opportunity to affirm its pioneering role in creating a safe, healthy, and disciplined legal environment in cyberspace, worthy
of being the “steel shield” defending the Fatherland in the digital era.

Responding to the “Studying the Data Law in the People’s Public Security” contest organized by the Ministry of
Public Security and the Ca Mau Provincial Police, the “Green Warriors” team produced an entry consisting of four main
volumes answering eight questions posed by the organizers, along with five appendices. Each part has a theme and different
messages highlighting the advantages and breakthroughs of this important legal document in reforming data management,

ensuring human rights and citizens’ rights, and aligning with digital society management trends. Specifically:
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- Volume 1: The 2024 Data Law — A Highlight in the Digital Transformation Effort.

- Volume 2: The 2024 Data Law — Specific Provisions.

- Volume 3: The 2024 Data Law — Integrated Databases and the National Data Center.
- Volume 4: The 2024 Data Law — Data Management: Directions and Solutions.

- Appendix 1: The 2024 Data Law for the Visually Impaired.
- Appendix 2: Contest Entry on Data Law in People’s Public Security and A\ F/AZZEIRIEZ ZFZ/E M.

- Appendix 3: The 2024 Data Law and Detailed Implementation Guidelines.
- Appendix 4: Digital Documentary on the 2024 Data Law.

The authors not only compiled the entry on paper but also digitized it via QR codes attached to each volume and built
a website for surveying and updating information about the Data Law online. Furthermore, to maximize the advantages of
the 2024 Data Law and make it accessible to various audiences, the team translated the entry into English and Chinese,
recorded an audio introduction to the Data Law, and converted it into Braille for the visually and hearing impaired. All of
this was packaged into a single project entry, infused with the pride, passion, and dedication of the young People’s Public
Security force. We submit this entry to the contest with the commitment that: We will always stand firm on the front line
of safeguarding national data, always act for the nation’s digital safety and the people’s happiness, and always remind

ourselves: “Protecting data means protecting ourselves, protecting the people, and protecting the nation’s future.”

With sincere thanks and respectful regards!

/A
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PART A: SUMMARY REPORT ON DATA LAW

On May 22, 2015, the Prime Minister signed Decision No. 714/QD-TTg promulgating the list of national databases
(NDBs) prioritized for implementation as a foundation for the development of e-Government. To date, from these national
databases, sectoral databases have gradually been completed, providing a foundation for the implementation and provision
of data for online public services, seamless data sharing between state agencies, and the provision of high-quality and highly
exploitable open datasets to develop a digital government, digital economy, and digital society. Legal documents regulating
data have also been issued to promptly adjust to the development of data and the application of science and technology in
data processing. However, alongside the positive results achieved, in practice, some legal provisions related to data remain
entangled and inadequate, leading to inconsistent implementation of data management functions in many ministries, sectors,
and localities, limited effectiveness, lack of attraction for high-tech human resources, and underutilization of data’s potential

to serve citizens, businesses, and digital government building.

To assess the achievements, identify shortcomings, limitations, and causes, and propose directions for building and
developing data in the coming period, the Ministry of Public Security issued Official Letter No. 310/BCA-C06 dated
January 24, 2024, requesting the Supreme People’s Procuracy, the Supreme People’s Court, ministries, ministerial-level

agencies, government agencies, political organizations, socio-political organizations, and the People’s Committees of

provinces and centrally-run cities to summarize and evaluate the implementation of legal documents on data from January

1, 2016 to December 31, 2023, with the following results:
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I. IMPLEMENTATION, DISSEMINATION OF LEGAL PROVISIONS ON DATA, AND DIGITAL
TRANSFORMATION

1. Implementation of legal documents containing provisions on data

To implement data-related laws, ministries, sectors, and localities have conducted reviews, advised on the
development of implementation documents, defined the responsibilities of relevant units in the enforcement of data laws,
and organized the review and allocation of human resources and information technology (IT) infrastructure to develop data

applications in socio-economic development, thereby accelerating the digital transformation process in Vietnam.

To concretize the National Digital Transformation Program, the National Data Strategy, and Project 06 on developing
applications for population data, identification, and electronic authentication serving the national digital transformation for
2022-2025 with a vision to 2030, ministries, sectors, and People’s Committees of provinces and cities have issued hundreds
of legal documents, directives, resolutions, and regulations on governance, management, operation, and exploitation of

shared infrastructure, applications, and databases at provincial data integration centers.

Some localities have achieved notable targets such as:

Over 50% of departments, sectors, and localities provide data-sharing services on the provincial data integration and
sharing platform (LGSP).
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Over 80% of departments, sectors, and localities have implemented the electronic data warehouse function for
organizations and individuals in the ministry- and province-level administrative procedure information systems so that

citizens and businesses only need to provide information once when using online public services.

100% of websites and electronic portals of state agencies, e-commerce sites, and popular online digital services that

collect personal data have been assessed for information security and awarded cybersecurity trust labels.

Over 30% of departments, sectors, and localities have issued open data plans, including open data lists, schedules for
publishing open data under their management, and minimum targets to be achieved in each stage of the plan; initial open
data publication has been conducted accordingly. By 2024, it is expected that 100% of departments, sectors, and localities

will issue open data plans and provide open data in line with provincial digital transformation steering committee targets.

The implementation of information systems ensures security and safety when data is managed, stored, processed, and
transmitted; data-exploiting agencies ensure security and safety when connecting and receiving shared data in accordance
with regulations from the data-providing agency and Government Decree No. 47/2020/ND-CP dated April 9, 2020, on the

management, connection, and sharing of digital data by state agencies.
2. Dissemination and public communication of legal documents containing provisions on data

Ministries, sectors, and localities regularly organize dissemination and public legal education activities, identifying

the data field as an important content area. Communication and dissemination of data-related legal documents are carried

out in diverse, flexible, and multi-dimensional ways, using various forms such as mass media and digital platforms, training
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sessions, workshops, conferences, internet-based applications and software (e.g., electronic portals, Zalo, Facebook),
leaflets, posters, banners, and slogans at agency offices, hospitals, schools, and public places; exhibitions of paintings and

photos; legal knowledge contests... in various languages to reach all segments of the population.

These activities have helped officials, public servants, employees, and the public better understand the Party’s and
the State’s major policies on data, gradually raising awareness and ensuring strict compliance with regulations on the

exploitation and use of data in national databases, sectoral databases, and data storage information systems.

Communication efforts focus on showcasing the results of database development, practical applications, and the
effectiveness of data usage, database building, and data connection and sharing; experiences in developing and ensuring the
security and safety of data, databases, and data centers globally; promptly detecting and promoting exemplary collectives,
individuals, and creative models in database implementation, thereby fostering high consensus and unity in awareness and

action among the population.

Many competitions on data have been organized, such as “Data for Life” (C06 — Ministry of Public Security), the
“UIT Data Science Challenge 2023 (University of Information Technology), “DAZONE 2023 Data Analytics
Competition,” the “Data Science Talent Search” (Foreign Trade University), “Data Got Talent 2023” (University of
Economics — University of Da Nang), and “Vietnam Datathon 2023 with the theme “Revolutionizing the Future of Retail

with Data”... to promote understanding and application of data in life, economic, and social development, especially

among youth.
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Vietnam has also achieved impressive results in international information security competitions at both professional
and youth levels. Specifically: Viettel’s professional team won the world’s most prestigious Pwn2Own competition; the
student team from Vietnam National University — Ho Chi Minh City won the ASEAN Cyber Shield competition, surpassing
37 teams from 10 ASEAN countries; the student team from Hanoi University of Science and Technology won the ASEAN-

level “Students with Information Security” competition, beating 233 teams from 10 ASEAN countries.
I1I. RESULTS OF IMPLEMENTING LEGAL DOCUMENTS CONTAINING PROVISIONS ON DATA
1. On issuing legal documents containing provisions on data

The Government, the Prime Minister, ministries, sectors, and localities have shown determination and focus in
directing and improving the legal framework to create a legal corridor for development in the digital space, address issues
arising from the recent digital transformation process, and remove “bottlenecks” to accelerate data development and rapid
digital transformation in Vietnam. Regarding databases, 69 laws have provisions, such as: the Law on Residence, the Law
on Identity, the Law on Legal Dissemination and Education, the Law on Civil Status, the Law on Cadres and Civil Servants,
the Law on Public Employees, the Land Law, the Law on Management and Use of Weapons, Explosives, and Supporting

Tools, among others.

Notably, in 2023, the National Assembly passed the Law on Electronic Transactions, the Law on

Telecommunications, and the Law on Identity, which serve as an important legal basis for promoting data development.

<>
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The Law on Electronic Transactions creates a complete, comprehensive, and favorable legal corridor for converting
activities from the physical to the digital environment across all sectors, aiming to proactively prioritize and encourage
electronic transactions; it fosters comprehensive electronic transaction development through policies that optimize

processes, shorten transaction processing times, and make them more convenient, safe, and reliable.

The Law on Telecommunications institutionalizes the Party’s policy on developing telecommunications infrastructure
as a foundation for the digital economy and digital society; it adds provisions on new telecommunications services,
including basic Internet-based telecommunications services, cloud computing services, and data center services; it
establishes a legal corridor aligned with the trend of digital transformation, converting telecommunications infrastructure
into digital infrastructure; it promptly resolves difficulties in implementation and state management over recent years and

ensures compatibility with existing laws and Vietnam’s international treaty commitments.

The Law on Identity represents a breakthrough in reforming population management, better ensuring citizens’ legal
rights and interests, enhancing the application of science and technology, and improving the effectiveness and value of the
national population database and ID cards in state management, administrative procedure resolution, online public service

provision, socio-economic development, and support for digital citizens—aligned with digital society management trends.
Examples:

“One legal document amends multiple documents” approach: From the development of the 2023 Law on Electronic
Transactions and Government Decree No. 104/2022/ND-CP (dated December 21, 2022) amending and supplementing

provisions of decrees related to the submission and presentation of household registration books and temporary residence
—
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books in administrative procedures and public services, lessons can be drawn for expediting institutional improvement in
digital transformation: “Digital institutions must take one step ahead to make national digital transformation faster and more
sustainable”; adopt the approach of “one document amending multiple documents” and “amend immediately when

inadequacies are detected—fixing point-by-point is more accurate and faster, thereby reflecting the breath of life.”

The Ministry of Finance issued Circular No. 63/2023/TT-BTC dated October 16, 2023, amending and supplementing
certain provisions of ministerial circulars on fees and charges to encourage the use of online public services (effective from
December 1, 2023), reducing fees and charges by 10-50% for eight types of fees when organizations and individuals

perform services online. This policy is expected to save about VND 100 billion annually for citizens and businesses.

Quang Ngai province introduced policies to reduce online public service fees and charges by 50%, shortened
processing times by 20% for 973 online public services, piloted fully online reception and results delivery for 97 online
public services, issued a plan to improve the quality and efficiency of online public service provision, and used a mobile

app for online application submission (smartphone-based) with high feasibility and practicality.

Lao Cai province passed a resolution offering incentives for specialized IT and digital transformation civil servants
and public employees working at provincial and district-level agencies, with support of up to VND 150 million/person/one-

time payment and monthly training and benefits support of up to VND 5.4 million/person.

Hanoi city became the first locality to adopt a resolution applying zero fees and charges when organizations and
individuals submit applications online for 82 administrative procedures under the jurisdiction of the City People’s Council.

\{5/
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2. Databases
2.1. Current status of databases

In 2023, the United Nations ranked Vietnam 10 places higher in open data compared to 2020. In 2022, the
international organization Open Data Watch ranked Vietnam 80th in the world for open data, up 11 places from 2020 (91st
globally). Notably, the sub-index for open data coverage saw a remarkable jump to 81st globally, up 41 places (from 122nd)
and 6th in Southeast Asia, up 3 places (from 9th).

State agencies have put into operation and exploitation 07 national databases. The rate of ministries and provinces
that have identified their database list is 64%. The number of sectoral databases at ministries, sectors, and localities
established in 2023 grew by 38.5% compared to 2022, from 1,280 to 2,087. Publication of open data plans and lists increased
sharply to 52% in 2023.

(1) National Population Database:

Stores information on about 99 million individuals, covering over 99% of Vietnam’s population; connected with 18
ministries and sectors, and all 63 provinces/cities. The Ministry of Public Security has coordinated with the Ministry of

Justice and the Ministry of Home Affairs to review and update over 92,000 cases of nationality renunciation and nearly 5

million civil status changes to clean the data.
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(2) National Business Registration Database:

Connected with 13 ministries/sectors and all 63 provinces/cities with about 41 million transactions; stores data on
more than 1.6 million enterprises (around 900,000 active) and over 200,000 subordinate units; keeps registration info for
about 2.4 million business households, of which more than 260,000 have standardized data, and about 30,000 cooperatives
and affiliated units. The rate of online business registration filings is 92.58%. Since 2018, the Ministry of Planning and

Investment has connected and shared business registration data with ministries, sectors, and localities.
(3) National Insurance Database:

Connected and shares data with 09 ministries/sectors and some nationwide connections; manages about 32 million
households participating in insurance; about 17.1 million people in social insurance; about 88.9 million people in health
insurance; verified more than 93.7 million individual records in the national insurance database with the national population
database, of which around 84.7 million people currently participate in social, health, and unemployment insurance (96% of
total participants excluding armed forces and military dependents). The Vietnam Social Security system has also

synchronized over 132 million social and health insurance records with the national population database.

(4) National Electronic Civil Status Database: Completed in all 63 provinces/cities with over 50,000 users, including
about 18,000 accounts for judicial—civil status officials and about 32,000 for commune-level leaders and clerks. As of
November 2023, the system contained about 48 million birth registrations (9.6 million children assigned personal
identification numbers as per regulations, with 5.3 million cases transferred to social insurance agencies for health

insurance cards), about 12.3 million marriage records, about 10.5 million marital status certificates, about 8.2 million dgath
S—
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records, around 293,000 parent—child recognition cases, about 20,500 guardianship registrations, about 16,600 adoption

registrations, and about 889,400 civil status corrections, changes, or ethnicity re-determinations.
(5) National Land Database:

At the central level: Built, managed, operated, and exploited 04 central datasets: (1) land statistics and inventory data;

(2) land use planning and plans; (3) land price data; (4) land survey and evaluation data.

At the local level: All 63 provinces/cities are building and completing their land databases. Specifically: 455/705
district-level units have completed cadastral databases covering over 46 million land parcels and put them into operation;
all 705/705 district units have completed land statistics and inventory databases (from the 2019 inventory cycle); 325/705

districts have completed land use planning and plan databases; 300/705 have completed land price databases.

(6) National Finance Database:

The Ministry of Finance has built and completed 13 sectoral databases serving the national finance database project,

including:

11/13 component databases such as: State budget revenue—expenditure (State Budget Data Warehouse); tax
management; treasury management; customs management; securities management; price management; public debt
management; public asset management; insurance; management and supervision of state capital in enterprises; and the

shared electronic catalog of the finance sector. 2/13 databases are in the investment stage: the aggregated finance database

<{

(software under development) and the national reserve management database (investment proposal in process).
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(7) National Database on Cadres, Civil Servants, and Public Employees:

Connected and synchronized with 96 ministries, central agencies, and localities (33 central agencies and ministries,
and 63 provinces/cities). Of these, 70 ministries/localities have fully synchronized data (13 ministries/sectors and 57
provinces). The total number of automatically synchronized records to date is nearly 2.3 million, including about 218,000

from ministries/sectors (80.3% rate) and over 2 million from localities (99% rate).
2.2. Status of database technical infrastructure implementation

The process of building e-Government and digital Government in Vietnam has been ongoing for many years;
however, IT infrastructure development among units remains uneven. Some ministries, sectors, and localities have deployed
modern IT equipment infrastructure (including main data centers and backup data centers) and implemented many large-

scale, nationally significant operational application systems, such as:
The National Population Database system of the Ministry of Public Security;
The integrated electronic invoice tax management system of the Tax Authority;
The budget and treasury management information system of the State Treasury;

The customs clearance system of the General Department of Customs;

The revenue management and policy payment systems of the Vietnam Social Security.
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The proportion of ministries, sectors, and localities that have implemented data centers serving digital transformation
using cloud computing technology has reached 71.43%. In 2022-2023, there has been increasing investment in data centers
by both domestic and foreign enterprises. Vietnam currently has 9 enterprises providing data center services, with 43 data
centers nationwide, totaling 571,000 servers and 54.7 million physical cores. Regarding data center and cloud computing
infrastructure, there are 13 providers, with 45 data centers totaling nearly 28,000 racks. In 2023, two large-scale data centers
from VNPT and CMC were added. It is projected that Vietnam will need an additional 10,000—12,000 racks per year and
will reach a data center market size of about USD 1.5 billion by 2026.

However, some ministries, sectors, and localities still lack sufficient infrastructure to deploy core IT systems for their
operations. Many databases are collected and stored in a duplicated and overlapping manner, not standardized or unified in

terms of standards and categories, making them non-inheritable and difficult to connect, share, and exploit.
2.3. Ensuring data safety and security

Security and safety for information systems and databases have received more attention, with many loopholes and
shortcomings addressed. A network of specialized units and cybersecurity experts has been formed, involving nearly 200

agencies and organizations in Vietnam, including:
22 ministries and ministerial-level agencies;

8 government agencies;

63 provincial Departments of Information and Communications;




A%
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17 state-owned corporations and groups;

45 banks and financial institutions;

30 telecommunications and Internet service providers (ISPs);
8 other enterprises and organizations in society.

The Malware Handling and Cyberattack Prevention Alliance, led by the Authority of Information Security, the
Vietnam Information Security Association, and five major enterprises (Viettel, VNPT, FPT, BKAV, CMC), has been

established to promote comprehensive cooperation between government agencies, associations, and enterprises.

National-scale technical systems have been deployed at the Authority of Information Security (Ministry of

Information and Communications) to ensure cybersecurity, including:
The system for monitoring and detecting online information trends;
The system for coordinating and handling sources of illegal information;
The system for monitoring and statistics of malware infection;
The information security sharing and monitoring system serving e-Government.

In the global cybersecurity ranking by the ITU, Vietnam rose sharply from 100th in 2017 to 50th in 2019. In

Kaspersky’s rankings, Vietnam was also rated as having the second-lowest number of mobile malware cases in Southeast

<

Asia, after Singapore.
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However, some ministries, sectors, and localities that hire IT infrastructure services face significant security risks or
have not completed their systems, including: Ministry of Industry and Trade; Ministry of Education and Training; Ministry
of Planning and Investment; Ministry of Science and Technology; Ministry of Natural Resources and Environment; Ministry
of Labour — Invalids and Social Affairs; Ministry of Agriculture and Rural Development; Ministry of Health; Government
Inspectorate; Committee for Ethnic Minority Affairs; and the Ministry of Culture, Sports and Tourism. This leads to
potential vulnerabilities, systems not meeting security requirements for connecting and exploiting data, and failure to reduce
paperwork for citizens. This also affects other ministries that rely on such data, causing a chain effect that reduces overall

state management efficiency.
During operation and security assurance, some issues remain:

Lack of coordination with the Ministry of Public Security to inspect and reassess systems after changes that could

create new vulnerabilities;
Only public service systems are assessed, without evaluating core systems and other systems connected to them;
Incomplete implementation of security procedures and regulations as required.

As aresult, multiple data loss incidents have occurred recently. Through inspections, ministries, sectors, and localities

have been urged to address violations in connection, sharing, and security assurance.
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3. Management, operation, connection, sharing, exploitation, and use of information in databases

The creation, connection, and sharing of data on a national scale have seen clear improvements, producing tangible,
practical value. Citizens, businesses, and even state agencies can now clearly perceive the value of data, which helps solve
cross-sectoral issues that were previously difficult to address thoroughly. This contributes to saving time for society,
improving the quality of public service delivery for citizens and businesses, and enhancing the effectiveness of management,

direction, administration, and law enforcement based on complete, accurate, and timely data.

By the end of 2023, 100% of ministries, sectors, and localities had reviewed and issued lists of administrative
procedures eligible for online public service implementation within their scope, in accordance with Government Decree
No. 42/2022/ND-CP dated June 24, 2022, on the provision of information and online public services by state agencies on
the Internet. With strong direction from the Government and Prime Minister, and the efforts of ministries, sectors, and
localities, 81% of administrative procedures have been implemented as online public services, of which 48.5% are end-to-

end online services.

As of December 2023, 49 out of 63 provinces have issued policies on reducing fees and charges, and 13 out of 63

provinces have introduced policies on reducing processing times to encourage citizens to use online public services.

In terms of usage efficiency: The rate of online submissions over total administrative procedure applications reached
38.5%. According to monitoring on the Government Digital Service Provision and Usage Measurement System (EMC),

there are about 76,000 online public service applications per day on average. Based on Government Office Circular No.

2
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02/2017/TT-VPCP dated October 31, 2017, guiding the control of administrative procedures, each online application can

save at least two hours of travel and form-filling time.

The National Data Exchange Platform (NDXP) has connected with 103 agencies, units, and enterprises; 10 databases;
and 15 information systems providing data sharing services. In 2023, the NDXP processed about 650 million transactions,
averaging about 1.78 million transactions per day. Since its launch in 2019, it has processed over 1.67 billion transactions.

The initial results have been substantial, saving society an estimated hundreds of billions of dong.

Localities have implemented provincial-level data integration and sharing platforms (LGSP). To date, 45 localities
and 15 ministries have deployed LGSP. This connection helps minimize duplicate data entry and reduce administrative

processing costs.

As of December 2023, the National Public Service Portal had over 6.8 million registered accounts, more than 119
million synchronized status records, over 29 million online applications submitted via the portal, and more than 20.3 million
online payment transactions totaling over VND 7,113 billion. It is now connected and integrated with 150 information
systems and databases from various agencies and units, publicly listing more than 6,300 administrative procedures, of which
4,591 are provided as online services. The portal has over 11.2 million accounts, more than 269.1 million synchronized
status records, more than 35.4 million online applications submitted, and over 21.2 million online payment transactions
totaling over VND 9,513 billion.

By the end of 2023, ministries and sectors had reduced and simplified nearly 2,500 business regulations, streamlined

528 out of 1,086 administrative procedures (about 49%) to implement the Government’s resolution on simplifying citigzen
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administrative documents related to population management, and publicly listed more than 15,700 business regulations on
the Business Regulation Consultation and Search Portal. The Prime Minister has issued 15 decisions approving plans to cut

and simplify nearly 1,200 business regulations in 221 legal documents.

At the local level, exploiting and using existing databases has helped simplify administrative procedure processing,

eliminating the need for citizens to present multiple documents and reducing waiting time. Specifically:

907 administrative procedures have been restructured to automatically fill in information from the national population
database into electronic forms, ensuring at least 20% reduction in required information by reusing digitized data without re-

entering it.
1,320 administrative procedures have had their processing times reduced by at least 20%.
289 administrative procedures reuse existing data from national and sectoral databases.
109 administrative procedures can be processed regardless of administrative boundaries (e.g., in Ca Mau province).
Examples of effective data connection and sharing between ministries and sectors:

The National Population Database of the Ministry of Public Security has connected with 15 ministries and sectors
and all 63 provinces. It has handled over 1.3 billion requests to query and verify information for administrative procedure

processing and data cleansing, saving over VND 500 billion for ministries, sectors, and localities. It has also synchronized

over 537 million citizen records to enrich population data.
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Combining population data with social insurance data has generated new, multiplied value that neither dataset could
achieve alone. As of November 2023, 100% of health insurance medical facilities had implemented health insurance check-
ups using chip-based ID cards (via queries to the national population database), with over 54 million successful lookups.
This has reduced verification time from 10 minutes to several hours down to about 6—15 seconds per patient. With 170
million annual health insurance visits, full implementation could save enormous time and costs for patients and society each
year. It also helps facilities save 1-1.5 hours in patient reception, improves data accuracy and management, supports
electronic inspections, and limits fraud in health insurance treatment—thereby enhancing state management efficiency and

better protecting participants’ rights.

Interlinked online public services have proven more effective than separate administrative procedures. For example,
two integrated services—‘Birth Registration — Permanent Residence Registration — Health Insurance Card Issuance for
Children under 6” and “Death Registration — Permanent Residence Deregistration — Funeral and Burial Support”™—were
officially launched in 2023. By November 20, 2023, there had been over 342,000 birth service applications and more than

26,000 death service applications. For Vietnam Social Security alone, these services:

Reduced the time to issue a child’s health insurance card from 5 days to 2 days (342,000 % 3 days = 1 million labor
days saved).

Reduced funeral support processing time from 10 days to 7 days (26,000 x 3 days = 81,000 labor days saved).

Linking the National Business Registration Database (Ministry of Planning and Investment) with the tax registration

system (Ministry of Finance), the Ministry of Labour — Invalids and Social Affairs’ system, and the Vietnam Social Security
>—
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system under Government Decree No. 122/2020/ND-CP has integrated four processes into one. Businesses now only
prepare one set of documents, fill out one form, submit to one agency, and receive one result. The entire process between
state agencies is digitized and exchanged electronically, reducing business start-up steps from 8 procedures over 16 days to
3 procedures over 6 days. By November 2023, about 650,000 business registration applications had been processed under

this decree, saving society about 6.5 million labor days.

In some localities, administrative procedure processing has seen breakthroughs. For example, in June 2023, Quang
Ninh province issued investment certificates for two projects worth nearly USD 250 million within just 12 working hours

after online submission via the provincial public service portal—14 working days faster than regulations.
4. Digital human resources

The Government has issued multiple policies and solutions to promote the digital economy, in which human resources
are a core factor. To enhance the quality of the information technology (IT) workforce, the Prime Minister issued Decision
No. 146/QD-TTg dated January 28, 2022, approving the Project “Raising Awareness, Popularizing Skills, and Developing

National Digital Transformation Human Resources to 2025, with Orientation to 2030.”

Vietnam currently has 1.5 million workers in the IT and digital technology sector. The country has 168 universities
and 520 vocational schools offering IT training. In implementing laws on IT human resource development, Vietnam’s IT

workforce structure has formed along key areas of the IT industry, including:

Hardware and electronics industry workforce;
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Software industry workforce;
Digital content industry workforce;
IT service workforce.

In terms of capacity and skills, Vietnam’s IT human resources are rated relatively high internationally. Vietnam ranked
29th in the world in the SkillValue programming skills ranking in 2018. In 2017, Vietnamese students ranked 34th out of
128 in the ACM/ICPC International Collegiate Programming Contest. Vietnam has consistently been among the top 10
most attractive countries for software outsourcing in the Asia—Pacific region. By 2021, Vietnam ranked 5th out of 55
countries in business process outsourcing (BPO) services, 28th out of 100 in online games, and 2nd in the world in

smartphone and office equipment exports according to WTO statistics.

Each year, over 84,000 IT students graduate—about 50,000 from universities and 34,000 from colleges and

intermediate schools—with a total annual enrollment of about 100,000.

Every year, ministries, sectors, and localities allocate funds for basic and advanced IT training for their staff,
especially I'T managers. Some ministries, sectors, and localities organize training courses on ensuring information system
security at different levels for dedicated I'T and cybersecurity staff in subordinate units, as well as training courses on project
management and budgeting for IT application investment. Officials and civil servants in ministries generally meet the

knowledge and skills requirements for using e-transactions and implementing digital transformation in their management
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areas. In addition, qualified staff are sent for postgraduate IT training under the Central Organization Commission’s Project

165, or to overseas training programs and study tours on IT application.

However, only about 30% of graduates meet employers’ skill and professional requirements (according to a TopDev
recruitment survey). Many graduates require retraining or career changes, causing significant waste of social resources.
Another limitation is the lack of digital human resource training tailored to each sector. There is a need to promote
technology training within specific industries such as digital healthcare, digital tourism, and digital agriculture. Some job
positions with growing recruitment demand—such as data engineers, artificial intelligence specialists, and cloud computing

experts—are still under-supplied by the labor market.
5. Inspection, examination, complaint and denunciation handling, and violation settlement related to data

To ensure that data construction, management, and development comply with legal regulations, ministries, sectors,
and localities have organized inspection and examination teams to check the implementation of policies, strategies, plans,

and regulations in their areas of responsibility.
The main objectives of these inspections and examinations are to:
Monitor compliance with laws and guiding documents for each database;
Assess the real situation and results of policy, strategy, plan, and mechanism implementation;
Evaluate the effectiveness of data and databases in state management and public service delivery;

Identify difficulties and obstacles in database implementation for timely policy adjustments and improvements. /;
>—
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Through inspections, agencies have urged, guided, and proposed solutions to overcome shortcomings and
limitations, strengthen the role and responsibility of leaders, and ensure that staff at all levels carry out tasks under Project
06 in alignment with administrative reform and the provincial Digital Transformation Program for 2022—-2025, oriented
toward 2030.

At the local level, provincial People’s Committees have directed departments and agencies to strictly comply with
documents on key information security tasks, actively monitor complaints, denunciations, petitions, and citizen feedback
on legal violations related to data; promote leader accountability; and improve early settlement of issues at the grassroots

level. To date, localities have generally not recorded citizen complaints or denunciations of violations related to data.

The Ministry of Public Security has coordinated with the Ministry of Information and Communications to inspect
and assess the cybersecurity of ministries’, sectors’, and localities’ public service systems. Results show that the public
service systems of 11 ministries and ministerial-level agencies, as well as all 63 localities, meet security standards under

Guidance Document No. 1552/BTTT dated April 26, 2022, of the Ministry of Information and Communications.
III. GENERAL ASSESSMENT OF THE IMPLEMENTATION OF LEGAL DOCUMENTS ON DATA
1. Strengths and achieved effectiveness

In recent years, implementing data-related laws has demonstrated the determination and focus of the National

Assembly, the Government, ministries, sectors, and localities in improving the legal framework to foster development in

2
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Data has become a valuable resource and a key factor in generating economic value. Data development has provided
the foundation for online public services, seamless data sharing among state agencies, provision of high-quality, highly
exploitable open datasets, and lawful open data publication for digital government, digital economy, and digital society

development.

Many creative models and approaches have emerged; ministries, sectors, and localities have strengthened data
connection, integration, and sharing among state agencies, businesses, and localities, especially using national and large-
scale information systems from central to local levels. This maximizes data value, improves public service quality, puts
citizens and businesses at the center, reduces repetitive manual information provision, avoids duplicate investment, and

prevents waste.

The implementation of data laws has helped improve legislation, meet state management requirements for data,
enhance Vietnam’s position in the global digital technology map, ensure safety and security, and move toward a digital

government, digital economy, and digital society that better serves citizens and businesses.
2. Existing limitations

Development of national databases and data management remains fragmented and siloed. Connection and sharing
mechanisms are inconsistent, leading to underutilization of national and stored data as a digital resource, making it difficult
to provide timely data for administrative and interconnected public services, analysis, statistics, and Government decision-

making. The rate of reuse of digitized data is still low (9%). Agencies remain reluctant to use data from other sectors, and

2




BAI DU THI TiM HIEU LUAT DU LIEU TRONG CONG AN NHAN DAN Q%

citizens and businesses often still need to request documents from one agency to use at another, hindering the goal of

reducing 50% of population-related administrative procedures by 2025.

Some ministries and sectors lack core IT systems for operational tasks, creating barriers to continuous, safe, and

secure functioning, especially for systems serving citizens, businesses, and administrative operations.

National, sectoral, and central-to-local foundational databases and IT infrastructure are slow to be implemented and

exploited nationwide (e.g., the national land database).

The national data infrastructure is fragmented, uneven in quality, and insufficiently interconnected to form a key
national data resource for applying Industry 4.0 achievements. Investment in infrastructure and data centers is not

commensurate with results.

The national databases listed in Decision No. 714/QD-TTg dated May 22, 2015, of the Prime Minister have not been
fully established.

Personal data is still illegally exploited and traded; information security in some agencies is not guaranteed.
Many information systems have security vulnerabilities and cannot connect to the national population database.

IT human resources are limited: lacking in numbers, weak in knowledge and skills for data implementation and digital

transformation; digital skills among workers in other industries and among citizens are slow to spread. The number and

quality of IT engineers, graduates, and technicians for digital transformation remain insufficient.

2
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3. Causes of limitations
The legal framework on data remains incomplete, lacking:

Provisions on interconnecting national data repositories into a centralized repository and a single access and

exploitation mechanism;
Rules for data distribution and reuse to generate new value;
Legal provisions on data strategies, governance, and protection;
Principles for connecting, sharing, exploiting, and using shared national data;
Rules on data fees and pricing for socio-economic development;
Provisions on supplying data for public, security, defense, scientific research, and emergency purposes;

Full legal institutionalization of policies to promote Al, cloud computing, blockchain, data communication

technologies, IoT, big data, and other advanced technologies;
Clear regulations on data-related products and services.

Many databases are collected and stored in duplicate and overlapping ways, not standardized or unified, lacking

shared data lists, making connection, sharing, and exploitation difficult.
Data centers are inconsistently invested in and lack regular inspection, maintenance, and upgrading, creating security

Nz
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Some ministries, sectors, and localities lack infrastructure for core IT systems, or hire IT infrastructure services with

security risks due to lack of control over state data stored on enterprise infrastructure.

Some ministries and sectors have not completed original data digitization in 2023, affecting data connectivity (e.g.,

land data, civil status data, labor and employment data).
The workforce for operating and managing information systems is both insufficient and lacks capability.

The development of standards and technical regulations is slow, especially those related to data sharing; open data

provision is still below requirements; data governance and sharing practices are not given due attention.
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PART B: DATA LAW PROPAGANDA MATERIALS

I. INTERNATIONAL EXPERIENCES RELATED TO DATA REGULATIONS

With the goal of perfecting the legal system on data, ensuring consistency with the Vietnamese legal system and
absorbing experiences in data management from countries around the world, the Ministry of Public Security has studied
and analyzed legal regulations related to data of a number of countries in the region and around the world to serve the

development of the Data Law.
1. European Union (EU) Data Governance Act

The Data Governance Act (DGA) is an important part of EU law to promote data sharing between sectors and

countries in the European Union. Regulating the reuse of publicly protected data, focusing on two main areas:
First, facilitating data sharing, including:

- Encouraging the reuse of public agency data: The DGA sets out rules on how governments and public organizations
can make their data available for reuse by businesses and other organizations, even if it is protected by commercial

confidentiality, intellectual property or personal data regulations.

Stipulating the conditions and categories of data reused by public agencies; regulating the mechanism for charging
fees and prices; and competent authorities to support public agencies in accessing and reusing data. The provisions in this
Chapter do not create a right to reuse such data but provide a set of harmonized basic conditions for allowing such reuse

\
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(e.g. non-exclusivity requirements). Public sector bodies that enable this type of reuse need to be technically equipped to
ensure that data protection, privacy and security are fully respected. Member States will have to establish a single point of
contact to support researchers and innovators in identifying suitable data, and are required to put in place structures to

support public sector bodies with technical means and legal support.

- Introduction of data intermediaries: The Act provides for entities known as “data intermediaries”, which will provide
platforms for sharing and aggregating data. These intermediaries must operate according to strict criteria to ensure fair and

secure access to data.

- Promotion of a common European data space: The DGA encourages the creation of sector-specific data spaces

where data can be shared and used collaboratively, promoting innovation and research.
Second, ensuring trustworthy data governance, including:

- Establishing ethical principles for data sharing: The Act sets out principles such as fairness, transparency,

accountability and non-discrimination to guide data sharing activities.

- Regulating data altruism: The DGA allows individuals and organizations to donate their data for public benefit

purposes, such as scientific research or environmental monitoring.

- Strengthening enforcement mechanisms: The Act equips EU member states with tools to monitor and enforce

compliance with its provisions.
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- The DGA regulates data sharing between countries and regions within the EU, aiming to exploit the potential of

data through four main sets of measures:
+ Mechanism for data reuse, providing state agency data, data that cannot be provided as open data.

+ Measures to ensure that data intermediaries operate in sharing and aggregating data in the European common

data space.
+ Citizens and businesses provide data for social benefit more easily.

+ Facilitate data sharing, especially the use of interoperable data across sectors, regions and countries, and ensure the

proper use of data.
2. EU Data Act

This Act is seen as a key pillar, contributing to the creation of a legislative framework on issues affecting the
relationship between data economy actors, aiming to create incentives for horizontal data sharing across sectors,
encouraging and facilitating greater and fairer data flows across all sectors, from business to business, business to

government, government to business and government to government.

The Act will help achieve the broader policy objectives of ensuring that EU businesses across all sectors can innovate
and compete, effectively empowering individuals in relation to their data, and better equipping businesses and public sector
bodies with appropriate mechanisms to address major policy and societal challenges, including public emergencies and
other exceptional situations. Businesses will be able to easily transfer their data and other digital assets between cljgud
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storage providers and other data processing services. Sharing data within and between sectors of the economy requires a
framework of procedural and legal measures to enhance trust and improve efficiency. The creation of a common European
data space for strategic sectors of the economy and sectors of public interest will contribute to the creation of a true internal
market for data that allows for the sharing and use of data across sectors. The Regulation therefore contributes to these

governance and infrastructure frameworks as well as to the sharing of data outside the data space.
The specific objectives of the Act are stated as follows:

- Facilitate access to and use of data by consumers and businesses, while maintaining incentives for investment in
solutions that create value through data. This includes increasing legal certainty around the sharing of data generated when
using the relevant product or service, as well as operating rules to ensure fairness in data sharing contracts. It is proposed
to clarify the application of the relevant rights under Directive 96/9/EC on the legal protection of databases (the Database

Directive) in accordance with its provisions.

- Making data held by businesses available to public sector bodies and Union organisations, agencies or bodies in
certain situations where there is an exceptional need for the data. This primarily concerns public emergencies, but there are
also other exceptional situations where mandatory data sharing between businesses and governments is justified, in order

to support public policies and services.

- Facilitating the transition between cloud and edge services. Access to competitive and interoperable data
processing services is a prerequisite for a thriving data economy, where data can be shared easily within and across

<
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industry ecosystems. The level of trust in data processing services determines the level of use of those services by users

across sectors of the economy.

- Introduce safeguards against unauthorized transfers of data without the cloud service provider’s prior notice. This
is due to concerns about unauthorized access to data by non-EU/EEA governments. Such safeguards would further enhance

trust in the data processing services that are increasingly underpinning the European data economy.

- Provide for the development of interoperability standards for data reuse across industries, in order to remove barriers
to data sharing across common European data spaces. The proposal also supports the establishment of standards for “smart
contracts.” These are computer programs on an electronic ledger that execute and settle transactions based on pre-
determined conditions. They have the potential to provide data holders and data recipients with assurance that the terms of

data sharing are respected. The bill includes the following major provisions:

First, business-to-consumer and business-to-business data sharing. Manufacturers and designers will have to design
products in a way that makes data easily accessible and they will have to be transparent about what data will be accessible
and how to access it. The provisions of this Chapter will not affect the ability of manufacturers to access and use data from
relevant products or services they provide, where agreed with users. The data holder will be obliged to provide such data to
third parties at the request of the user. Users will have the right to authorize the data owner to provide access to the data to
third-party service providers, such as after-sales service providers. Micro and small enterprises will be exempt from these
obligations. Second, the data owner's obligation to provide data under Union law. Where the data owner is obliged to provide
data to the data recipient as provided for in Chapter II or under other Union or Member State law, the common frameWPrk
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shall address the conditions under which the data is provided and the compensation for providing the data. Any conditions
shall be fair and non-discriminatory, and any compensation shall be reasonable. Any compensation for SMEs shall not
exceed the costs incurred in providing the data, unless otherwise provided for in sectoral legislation. A dispute resolution
body accredited by the Member States may assist the parties in disagreement over compensation or conditions to reach an

agreement.

Third, unfair contractual terms relating to data access and use between enterprises. This ensures that contractual
agreements on data access and use do not exploit an imbalance in bargaining power between the contracting parties. The
unfairness test includes a general clause that determines the unfairness of contractual terms relating to data sharing. In cases
where bargaining power is unequal, the instrument protects the weaker contracting party from unfair contracts. Such
unfairness impedes the use of data by both parties to the contract. At the same time, the rules ensure a fairer distribution of
value in the data economy. The model contractual clauses recommended by the Commission can support commercial parties

in concluding contracts on fair terms.

Fourth, providing data to public sector bodies, the Commission, the European Central Bank and Union agencies on
the basis of a special need. The objective of this section is to create a harmonised framework for the use by public sector
bodies and Union institutions, agencies and bodies of data held by businesses in situations where there is a special need for

the requested data.

This framework is based on the obligation to provide data and will only apply in the event of a public emergency or
in situations where public sector bodies have an exceptional need to use certain data, but such data cannot be obtainedh on
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the market in a timely manner. Where there is an exceptional need to respond to a public emergency, such as a public health
emergency or a major natural or man-made disaster, data will be provided free of charge. In other exceptional needs,
including to prevent or assist in recovery from a public emergency, data holders who provide data should have a right to
compensation covering the costs associated with providing the relevant data. To ensure that the right to request data is not
abused and that the public sector remains accountable for the use of such data, data requests should be proportionate, clearly
state the purpose to be achieved and respect the interests of the business generating the data. The competent authorities will

ensure transparency and openness of all requests. They will also deal with any complaints that arise.

Fifth, portability between data processing services. This introduces rules applicable to providers of cloud, edge and

other data processing services to enable portability between those services.

The Act does not require specific technical standards or interfaces. However, it does require services to be compatible

with European standards or open interoperability specifications where available.

Sixth, provisions on unlawful international access and transfer of non-personal data, which refers to unlawful third-

party access to non-personal data stored in the Union.

The Act does not affect the legal basis for data access requests made to data held by EU citizens or businesses and
does not affect the Union's data protection and privacy framework. It provides specific safeguards, whereby providers must
take all reasonable technical, legal and organisational measures to prevent such access from conflicting with competing
obligations to protect such data under Union law, unless strict conditions are met. The Regulation complies with the Union's

international commitments under the WTO and in bilateral trade agreements. /h,
>—
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3. General Data Protection Regulation (GDPR) of the European Union

The General Data Protection Regulation (GDPR) is the most stringent data protection and privacy law in the
world. Although drafted and adopted by the European Union (EU), it imposes obligations on organizations anywhere,
as long as they target or collect data related to people in the EU. The regulation came into effect on May 25, 2018. The
GDPR will impose severe penalties on those who violate its privacy and security standards, with fines reaching tens of

millions of euros.
4. South Korea's Open Data Law

This law allows for commercial and non-commercial access, as well as the reuse of government data; frequently used
data includes: Data on nationwide stores; lists of social insurance participants; gas production data of the Korea Gas
Corporation; information on the results of periodic health check-ups of health insurance participants over the age of 40;
information on traffic accidents; Business status information and authenticity verification information for input items -
National Tax Agency; weather forecast; information on nationwide stores; information on real estate transactions;

information on air pollution...
5. China

In 2020, in the notice "Opinions on Building a More Perfect System and Mechanism for Market-Oriented Factor
Allocation", the Chinese government listed data as the "fifth factor of production" after land, labor, capital and technology.
In order to promote the role of data factors, China has repeatedly put forward the direction for the development of the data
/h
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market in important documents such as the "14th Five-Year Plan (2021-2025)" and "Notice on the Pilot Overall Scheme for
Comprehensive Reform of Factor Market Allocation" (2022).

China has promoted the construction of a data governance system with three main pillars: ensuring data security,

protecting user rights and releasing data value.

Regarding data security, the "National Security Law", "Cyber Security Law", "Data Privacy Law" and related
regulations have been passed; mechanisms such as data classification, decentralization and protection of important data

have been established; data security assessment has been conducted

Regarding user rights protection, the "Civil Code (amended)" and "Personal Information Protection Law" have been
passed; supplementary regulations have been developed to clarify the rules for processing personal information, cross-
border provision of personal information, and the rights of individuals and obligations of processors in processing personal

information

Regarding data value liberation, many localities at the provincial and municipal levels have recently issued
regulations on data, developed rules for sharing and opening public data, and circulated data transactions. However, at the
central level, there is still a lack of a comprehensive legal system to promote the value liberation of data elements. Currently,

the integrated big data system China's national data management system is an important strategic initiative to promote the

modernization of the national governance system and governance capacity.
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Here are some key points about the system:

The government data management function has been clarified, and each province (autonomous region, municipality
directly under the Central Government) is responsible for collecting, managing, sharing, opening and protecting the security of

government data

The government data resource system has been initially formed, including basic databases and thematic databases, to

support the government in performing its tasks.
The government data infrastructure has been built, including the government cloud platform, data sharing center, etc.

China has established a unified national data catalog, unified national data standards, and provided useful and efficient

data services to the public/private sectors.

China's national basic databases include the Population Database basic, geospatial databases, macroeconomic
databases, organizational databases and other basic objects are gradually being perfected, and the completeness,

standardization and accuracy of data are being improved.

China has also gradually improved the central and local data sharing and exchange mechanism, and strengthened the
leading responsibility of provincial governments in data sharing and application based on the national data sharing and
exchange platform. By establishing a government data coordination and sharing mechanism, the government data agency

clarifies and is responsible for formulating big data development policy plans and measures, and organizes and implements

xff/
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As of December 2022, 29 of the 31 provinces (autonomous regions and municipalities) have established data
management or government service agencies at the department, agency and branch levels, and more than 100,000 people
have been served by the government. 20 regions have issued planning documents related to digital government or digital

transformation.

In addition, China is building a system of specific data governance rules, including: data security protection, personal

information protection, public data management and data transaction circulation.

Regarding the data security protection system: Establish a data security protection system based on the "Data Security
Law", and issue specific regulations such as "Regulations on Network Data Security Management (draft)", "Regulations on

Automobile Data Security Management (trial)" ...

Regarding the specific mechanism, a system for managing data classification, scoring, identifying important data
categories that need protection has been established; a mechanism for assessing, reporting, sharing information, monitoring
and early warning of data security risks has been established; a mechanism for emergency response to data security has
been established ...

Regarding the personal information protection system. Build a system multi-level, multi-field legal system to protect

personal information with the "Personal Information Protection Law" as the foundation.

In terms of specific systems, establish a series of rules for processing personal information based on "consensus";
establish rules for cross-border provision of personal information; clarify the rights of individuals in personal information
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processing activities, including the right to know, the right to decide, the right to ask, the right to correct, the right to delete,
etc.; clarify the compliance management of the personal information processor and the obligations of relevant parties to

ensure the safety of personal information.

Regarding the public data management system, the "Data Security Law" sets out requirements for the quality of data
provided by the government, stipulates the obligations of state agencies in ensuring the security of government data, and
supervises the handling of entrusted parties... In addition, localities have issued separate regulations to specify the "Data

Security Law".

Regarding the data transaction circulation system. The "Data Security Law" defines "ensuring the orderly and free
flow of data in accordance with the law", requires "the state to establish a sound data transaction management system";
stipulates that organizations participating in data transaction intermediary services must fulfill corresponding legal
obligations and responsibilities, and must "require data providers to explain the source of data, verify the identity of the

parties participating in the transaction, and keep transaction records".

In terms of local laws, there are "Regulations on Data of Shenzhen Special Economic Zone", "Interim Measures for
Data Transaction Management of Tianjin City" which stipulate the transaction objects, trading platforms, transaction

security, transaction supervision and management, etc.

Regarding the responsible agency, in March 2023, China discussed the establishment of the National Data Bureau.
This agency is responsible for coordinating and promoting the construction of a national basic data system, coordinating
the integration, sharing, development and use of data resources. /;
>—
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6. Japan

In June 2021, Japan announced the "National Data Strategy", which is Japan's first comprehensive data strategy, with
the following purposes: By ensuring trust and public interest, build a structural framework for the safe and effective use of
data; ensure trust in the data itself as well as the methods of creating and circulating Japanese data worldwide; building a

society where the world can safely store data in Japan.

To implement this strategy, Japan established the Digital Agency in September 2021. In the "National Data Strategy",

Japan envisages a seven-layer data governance architecture:

Layer 1 (infrastructure): 5G, data centers, computer infrastructure, and other infrastructure supporting the digital

society;
Layer 2 (data): Starting from basic data of social activities, build the necessary data structure;
Layer 3 (collaboration platform): Provide linkage tools to systematically integrate data;

Layer 4 (use environment): Provide a favorable environment for different subjects to conveniently store personal data

and link them to information banks and data trading markets;

Layer 5 (rules): In addition to perfecting the necessary rules for data linkage, it is also necessary to perfect the rules

so that subjects can use data with peace of mind;

Layer 6 (organization): Administrative and public service reform;

/A
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Layer 7: strategy, policy.

The reason Japan is implementing measures to promote the data industry chain is because the country realizes that it
has problems such as incomplete digital infrastructure; lack of basic data; inadequate data sharing between the government,

private sector and enterprises; low understanding of data in society and privacy issues.
7. India

India's data governance policy focuses on each type of data, and has established governance frameworks for personal

data, non-personal data, and government data.

On personal data, the "Information Technology Rules" passed in 2011 are the basic framework for regulating sensitive
personal data. The draft "Personal Data Protection Act" of 2019 focuses heavily on data localization; proposes strict
regulations on cross-border data flows, and gives the Indian government the power to obtain user data from companies (an

effort to impose stricter regulations on bigtechs).

To enable smooth sharing of personal data, India has proposed the "Data Empowerment and Protection Architecture"
(DEPA). In August 2022, India withdrew the 2019 Draft and published a new draft of the ‘“Personal Data Protection Act”
2022.

The 2022 Draft is expected to establish a freer cross-border data flow mechanism, a simpler notification and consent

framework, a more comprehensive data protection supervisory authority, and a stronger personal data protection

xfsz

framework...
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On non-personal data, India is not only making efforts to share data across the economy and society but also
developing rules to promote the circulation and use of government-held data. In 2019, the Ministry of Electronics &
Information Technology (IT) convened the Gopalakrishnan Committee to come up with ideas on how to manage non-

personal data in India.

In December 2020, the Gopalakrishnan Committee released its report on “A Governance Framework for Non-
Personal Data” for public consultation. The Gopalakrishnan Committee defined non-personal data as data that is not linked
to an individual and data that was once personal but has been anonymized so that it does not identify an individual. The
Committee also recommended the establishment of a non-personal data authority that would function separately from the

data protection authority.

On government data, in March 2012, India published the “National Data Sharing and Accessibility Policy” aimed at

sharing non-personal and non-sensitive data held by the government in the public interest.

The policy provides for the government to make data available in machine- and human-readable formats through the
development of open data platforms. To promote the use of government-managed data, the Ministry of Electronics and
Information Technology released a draft of the “India Data Accessibility and Use Policy 2022 in February 2022, which

provided that the government could set a price for the data it held, which was widely criticized.

As a result, in May 2022, the Ministry of Electronics and Information Technology released a draft of the “National

Data Governance Framework Policy,” which is similar in structure to the draft released in February, but removes the
controversial data licensing and pricing provisions. The draft calls for the creation of a large dataset repository an?hthe
>—
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establishment of an India Data Management Office (IDMO), which will be responsible for formulating rules for data

collection, storage, and management of the dataset platform.

In addition, India also proposed a technical legal framework for the use of personal data, specifically the draft “Data
Empowerment and Protection Architecture” (DEPA) issued by the National Transformation Research Institute in August
2020. DEPA aims to provide data processors with control over personal data, promoting unified data sharing among data

processors.
8. Denmark

To improve the efficiency of data sharing between government agencies and the business community, Denmark has
established the “Basic Data Program”. The program has built “basic databases” and a centralized “Data Distributor” system

to meet public services as well as other government activities, and at the same time provide data services to businesses.
The “basic databases” that Denmark has deployed as “national databases” include:
Database on people;
Database on legal entities;
Property database;

Catalogue database;

Address database;
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Geographic database, maps.

The exchange of specific data between government agencies is still conducted through direct connection channels.
Denmark does not have centralised systems in place to facilitate data exchange between ministries. However, Denmark has
private companies that provide data integration platforms, data exchange in the form of cloud services, allowing government

agencies to exchange information.
9. Australia

Australia's Data Availability and Transparency Act 2022 has established a new, best practice scheme for sharing
Australian Government data - the DATA Scheme. The DATA Scheme is underpinned by strong safeguards and consistent,
efficient processes. It focuses on increasing the availability and use of Australian Government data to deliver simple,
efficient and respectful government services, inform better government policies and programs, and support world-leading

research and development.

Data that can be shared: Australian Government data includes all data lawfully collected, created or held by or on
behalf of a Commonwealth agency. Data can cover a wide range of topics, from weather-related data, personal and business

data, through to freight and traffic movements, and agricultural yields.

Participants in the DATA Scheme: Data Custodians, Accredited Users, Accredited Data Service Providers in

Commonwealth Government agencies that control public sector data; state and territory government agencies and Australian

2
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The DATA Scheme works as follows: Accredited Users can request Australian Government data from the Data

Custodian. Accredited data service providers can be used to provide data services to support data sharing projects.

Dataplace is the government’s digital platform for DATA Scheme participants and others to manage data requests,
develop sharing agreements and monitor their own data sharing activities. It brings together those who want access to
Australian Government data (such as researchers and those working on public policy and service delivery) with

Commonwealth agencies that are custodians of the data. It is also used by the National Data Commissioner to regulate the
DATA Scheme

Dataplace makes it easier for agencies to collaborate on data requests, particularly where there may be multiple

custodians of a dataset or where it is not known what data is available, where to find it and who holds the data

The Office of the National Data Commissioner (ONDC) is developing the Australian Government Data Catalogue.
The catalogue will act as a central point to facilitate the discovery, use and reuse of government-held data. It will increase
transparency of government-held data, reduce duplication and enable greater data reuse and sharing. It will draw on
government agency databases resulting from the Data Inventory Pilot Program (DIPP), as well as open data and other data

sources to help users find Australian Government data.

A key challenge for data stewards is to provide data with maximum utility to users while maintaining the
confidentiality of the information. The Five Elements of Security Framework is a set of principles that provide a multi-
dimensional approach to managing disclosure risk. Each element of security addresses an independent but related aspect of

disclosure risk. The framework asks specific questions to help assess and describe each risk (or security) aspect qualitatively.
=




BAI DU THI TiM HIEU LUAT DU LIEU TRONG CONG AN NHAN DAN Q%

This allows data stewards to put appropriate controls in place, not only on the data itself, but also on how the data is accessed.

The framework is designed to facilitate the safe release of data and prevent oversharing of data.
The five elements of the Framework are:
- Safe people: Are users appropriately authorised to access and use the data?
- Safe projects: Is the data used for the appropriate purposes?
- Safe settings: Does the access environment (IT and physical environments) prevent unauthorised use?
- Safe data: Are all appropriate and adequate safeguards applied to the data (e.g. direct identification removal, etc.)?
- Safe outputs: Are statistical results non-disclosure?

Safe elements are assessed independently, but are also considered as a whole. They can be thought of as a series of
levers or controls that can be adjusted to effectively manage risk and maximise the usefulness of data releases. The extent
to which each security element is controlled is important in assessing the risk of disclosure. This framework has been
adopted by the ABS, several other Australian government agencies, and national statistical organizations such as the Office

for National Statistics (UK) and Statistics New Zealand.
10. United States

The United States has a number of national databases that serve a variety of functions, from security and law

<&

enforcement to statistical analysis and disclosure.
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- Integrated Automated Fingerprint Identification System (IAFIS): Managed by the FBI, this system contains

fingerprint data for both criminal and civil purposes;

- Next Generation Identification (NGI): Also managed by the FBI, this is an advanced database that includes

biometric data such as fingerprints, palmprints, iris scans, and facial recognition;
- Combined DNA Index System (CODIS): A DNA database used by the FBI for criminal investigations;
- National Crime Information Center (NCIC);
- National Address Database (NAD) managed by the U.S. Department of Transportation (USDOT);
- National Bridge Management: Database containing information on the condition of bridges in the United States;
- National Nutrient Database: Managed by USDA, it provides information on the nutritional content of foods;

- National Register Information System: Contains information on historic sites recognized by the National Register

of Historic Places.

In the United States, data exchange and sharing activities are governed by a complex framework that includes federal

law, state regulations, and international agreements such as:

- Government Data Sharing: The U.S. government has guidelines for sharing data among agencies to improve public

operations and services.

/A
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- U.S. Data Federation: Simplifies data collection, integration, and exchange across government agencies by

leveraging reusable tools and iterative processes.

- International Data Exchange Agreements (IDTAs): The United States participates in international data sharing
agreements, such as the Clarifying Lawful Overseas Use of Data (CLOUD) Act, that facilitate bilateral data sharing while

ensuring privacy and protecting civil liberties.
11. Russian Federation

In the Russian Federation, there are currently several laws related to information, information technology, personal
data in use (the Russian Federation Law on Information, Information Technology and Information Protection and the

Russian Federation Law on Personal Data).

According to the provisions of the Russian Federation Law on Information, Information Technology and Information
Protection, information is defined as news, data, regardless of their form of presentation. This Law establishes specific
regulations related to information, information technology and information protection such as defining information as being
divided into publicly available information and information with restricted access. Russian law also specifically defines
information owners, rights and obligations of information owners; the right to access information; the activities of hosting
service providers, operators of information distribution search systems, news aggregators; the dissemination of information

on social networks; restrictions on access to information; responsibilities of state agencies and local authorities in providing

information and documents upon request of citizens.

N5
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The information systems under Russian law are defined as follows:

- State information systems - federal information systems and regional information systems created on the basis of
Federal Laws, laws of the constituent units of the Russian Federation, on the basis of the competence of these agencies.

Accordingly, the list of types of information that are required to be provided is prescribed by Federal Laws;
- Municipal information systems created on the basis of decisions of local government agencies;
- Other information systems.

At the same time, the Law on Personal Data of the Russian Federation regulates the processing of personal data by
operators within the territory of the Russian Federation and foreign operators in relation to personal data of Russian citizens
if this data is collected within the territory of Russia or is related to the provision of goods and services to Russian citizens
or monitoring their behavior within Russia. The law applies to all types of personal data, including identity information
such as name, address, date of birth, passport number and other personal information, as well as health and financial

information.
II. THE NECESSITY OF PROMULGATION OF LAW
1. Political and legal basis

In recent years, the Party and the State have had many policies and solutions to promote the application of science

and technology to serve the national digital transformation, building e-Government, digital Government, digital economy,

<&

digital society such as:
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(1) Official dispatch No. 7455-CV/VPTW dated July 31, 2023 of the Central Party Office announcing the conclusion
of the Politburo on the National Data Center Project, accordingly the Politburo agreed on the policy of building a National
Data Center and assigned the National Assembly Party Delegation to coordinate in leading and directing the review,

amendment, supplementation, and development of relevant legal documents according to its authority.

(2) Resolution No. 23-NQ/TW dated March 22, 2018 of the Politburo on the orientation for building a national
industrial development policy to 2030, with a vision to 2045, has identified the science and technology policy for industrial
development: “Encouraging investment and development of large data centers; promoting the development of science,

analysis, management and processing of large data to create new products and knowledge”.

(3) Resolution No. 52-NQ/TW dated September 27, 2019 of the Politburo on a number of policies and strategies to
proactively participate in the Fourth Industrial Revolution identifies “Building and developing a synchronous national data
infrastructure. Forming a system of national data centers, regional and local data centers with synchronous and unified

connections”.

(4) Resolution No. 29-NQ/TW dated November 17, 2022 of the 6th Conference of the 13th Party Central Committee
on continuing to promote industrialization and modernization of the country by 2030, with a vision to 2045, identifies
priority resources and has strong enough incentive mechanisms and policies to develop priority areas; including digital
technology development (prioritizing the development of artificial intelligence, big data, blockchain, cloud computing,
internet of things, electronic and telecommunications equipment, semiconductor chip design and production). (5) Article
62 of the 2013 Constitution also stipulates: (1) Science and technology development is a top national policy, playing a lfey
'
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role in the country's socio-economic development; (2) The State prioritizes investment and encourages organizations and
individuals to invest in research, development, transfer, and effective application of scientific and technological
achievements; ensure the right to scientific and technological research; protect intellectual property rights; (3) The State

creates conditions for everyone to participate in and benefit from scientific and technological activities.

(6) Resolution No. 81/2023/QH15 dated January 9, 2023 of the National Assembly on the National Master Plan for the
period 2021 - 2030, with a vision to 2050, has determined to "make Vietnam one of the regional data centers. Build data centers
associated with dynamic regions, growth poles, economic corridors; develop national data center clusters in the Northern and

Southern regions."

(7) Resolution No. 76/NQ-CP dated July 15, 2021 of the Government promulgating the Master Program on State
administrative reform for the period 2021-2030 has identified the construction and development of a data system to serve

the implementation of e-Government towards digital Government at ministries, branches and localities.

(8) Decision No. 2289/QD-TTg dated December 31, 2020 of the Prime Minister on promulgating the National
Strategy on the Fourth Industrial Revolution to 2030 has assigned the Ministry of Public Security to perform the task of
"Building and operating the National Data Center. Raising awareness of organizations, businesses and people about personal

data protection and data management".

In addition, the Government and the Prime Minister have also issued many important guiding decisions on data
development and perfecting the information infrastructure in digital transformation in our country, such as: National data

strategy stipulated in Decision No. 142/QD-TTg dated February 2, 2024 of the Prime Minister, Project on buildi7g a
)
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National Data Center stipulated in Resolution No. 175/NQ-CP dated October 30, 2023 of the Government, Information and
communication infrastructure planning for the period 2021 - 2030, with a vision to 2050 stipulated in Decision No. 36/QD-
TTg dated January 11, 2024 of the Prime Minister. Therefore, perfecting the law and stipulating policies on data
development and application in state management and socio-economic development is a very urgent requirement; create

conditions for all people to benefit from digital transformation activities.
2. Practical basis

Currently, many countries in the world have regulations on data, operation, exploitation, and use of data (data of state
agencies, organizations, enterprises, and individuals) such as: Open Data Law (Korea); Data Management Law and
European Data Law applied to 27 member countries... Thereby, creating mechanisms and policies to apply data to state

management activities and socio-economic development.

In our country, thoroughly grasping and implementing the Party and State's policies and guidelines on science and
technology development, especially issues related to building, creating, connecting, and sharing data, has achieved some
positive results such as: Initially initiating and forming 07 national databases; some national databases have been connected
and shared data, contributing to reforming and simplifying administrative procedures for people; Technology infrastructure
for building data centers has initially received more investment... however, there are still many shortcomings and limitations

such as:

(1) Some ministries and branches do not have or do not have sufficient infrastructure to deploy core information

technology systems to serve professional tasks; /;
—
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(2) Many databases are collected and stored in duplicate, overlapping, and inconsistent in terms of shared data

categories, causing difficulties in connecting, sharing, and exploiting data;

(3) Investment in data centers is not synchronous, inconsistent in terms of technical standards and regulations, and is

not regularly inspected, maintained, and upgraded, leading to the risk of not ensuring system security and safety;

(4) Some ministries, branches, and localities hire information technology infrastructure services, which pose many
risks to information security and safety because they have not really managed and controlled state data on enterprise

infrastructure; (5) Human resources to operate and manage information systems are both lacking and weak;

(6) National databases according to Decision No. 714/QD-TTg dated May 22, 2015 of the Prime Minister have not
been fully developed;

(7) Many information systems still have security holes and are not qualified to connect and share data with
information systems of other agencies and organizations; (8) Difficulties in exploiting, connecting, and providing timely
data to serve the settlement of administrative procedures, connecting public services, analyzing statistics, providing
indicators and indicators to serve the direction and administration of the Government... Building a centralized database is a
common trend in countries around the world today, such as Denmark, Japan, China, Korea... Therefore, it is very necessary
to orient the construction and development of a National General Database as the main data pillar to create a foundation for
the development of digital government, promote the digital economy and form a digital society in our country; helping to
create and form reliable and stable data systems of the State, thereby implementing connection solutions to share, reuse and

develop models, apply in-depth data analysis to create many new values, new products and services and new driving fo;pes
'
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for socio-economic development in the digital transformation period. Investing, upgrading, expanding, and storing
information in the National General Database will save a lot compared to investing in separate systems to store this
information. Information stored in the National General Database will also be shared to serve the common exploitation of
ministries, branches, and localities; data management agencies do not have to set up additional connection and sharing
channels for information that has been added and stored in the National General Database. Through review, there are currently
many laws regulating databases (including national databases, specialized databases) and many other laws with provisions
related to data such as the Law on Electronic Transactions, Law on Cyber Security, Law on Network Information Security,
Law on Telecommunications, Law on Information Technology, draft Law on Digital Technology Industry... Through analysis
and statistics in the above legal documents, these laws have regulated national databases, specialized databases with contents
and elements such as: Information fields in the database (some databases have clearly defined information fields, some
databases have regulations but not specific information fields and some databases do not have regulations on information
fields); description, definition of the database (some databases have clearly stated descriptions, specific definitions, some
databases have regulations but not specific and some databases are not defined); forms of exploitation and sharing (some
databases have specific regulations on the forms of exploitation and sharing of data, some databases have regulations but are

not specific about the forms of exploitation and sharing, and some databases do not have regulations).

In the reviewed laws, only a few laws have regulations on the responsibilities of the database management agency in

building, collecting, managing, operating, connecting, sharing, exploiting, and using information in the database. However,
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(1) There are no specific and unified regulations on data processing and management (such as data collection,

digitization, quality assurance, data storage, etc.);
(2) There are no regulations on the development platform and application of high technology in data processing;

(3) There are no regulations on the creation of databases compiled from national databases and specialized databases
to serve the direction and administration, planning of policies and guidelines, socio-economic development, administrative
procedure reform, public services, and ensuring the interests of organizations and individuals; (4) There are no regulations
on data-related products and services that are developing in the world such as data exchanges, data intermediary services,
data analysis and synthesis services, etc. Meanwhile, the establishment of a data market, the construction and development
of data-related products and services currently play a very important role. It is considered a breakthrough factor to gradually
create and promote the opening of the data market, taking the data market as a driving force for data development and
stimulating and promoting digital transformation of industries and fields, increasing competitiveness, ensuring the digital
transformation process in our country. Resolution No. 175/NQ-CP dated October 30, 2023 of the Government approving
the National Data Center Project has determined that by the fourth quarter of 2025, the National Data Center will be put
into operation, serving as a place to store, synthesize, analyze, coordinate data, and provide infrastructure for ministries,
branches and localities. Therefore, the development of the Data Law is extremely important, necessary and urgent to ensure
full coverage of the contents and tasks that the Government has identified in the digital transformation work; enhance the
effective use of information in databases to serve state management, both exploit and apply data in socio-economic
development, and tighten the management of personal data and non-personal data, ensuring information security and safety.
/h, 7
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III. PURPOSE OF THE LAW
The development of the Data Law project aims at the following purposes:

First, to create unity, synchronization and effective use of data to serve state management and socio-economic

development.

Comprehensive adjustment of data processing, administration and coordination activities; clearly defining state

management of data.

The National General Database Regulation includes aggregated data from national databases, specialized databases,
and other databases, which will be the main data pillar to create a foundation for the development of digital government,
promote digital economy and form a digital society; form reliable and stable data systems to serve the State, businesses,
and people; deploy connection solutions to share, reuse, and develop models and applications of in-depth data analysis to
create many new values, new products and services, and new driving forces for socio-economic development in the digital
transformation period of our country. Second, serving the development of digital government and reforming and reducing

administrative procedures

Providing infrastructure to serve the construction of national databases and synchronous integration and
interconnection between national databases to help develop digital government, reduce and simplify administrative

procedures, enhance transparency, and increase people's satisfaction with the operations of state management agencies.

2
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Supporting the direction, administration, and policy making of the Government and ministries, branches, and

localities on the digital data platform.

Clearly defining responsibilities and assigning specific tasks to ministries, branches, and localities in building,

developing, and applying data, ensuring timeliness, consistency, efficiency, and meeting practical requirements.
Third, socio-economic development

Promoting the formation of a data market, supporting the development of data-based products and services, and

making commercial transactions in the digital environment more frequent, continuous, safe, and transparent.

Forming and gradually expanding the general data warehouse, open data warehouse for people and businesses to
exploit and use to serve innovation, deploy new industries and business fields, contributing to promoting the development

of the digital economy and building a digital society.
Fourth, developing the National Data Center

When put into operation, the National Data Center will be a premise to promote the development process and promote
the exploitation of national databases to serve socio-economic development; contributing to the goal of raising the level of

Vietnam's digital economic development strategy to keep up with countries around the world, ensuring conditions for

Vietnam to develop and integrate with the world's digital economy.
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IV. GUIDING VIEWPOINTS FOR LAW DEVELOPMENT
Viewpoints for developing the Data Law project:

First, thoroughly grasp and concretize the Party's viewpoints, guidelines, and policies on building and perfecting the
legal system on data; in line with the integration process, expanding international exchanges and cooperation; serving the

cause of economic, cultural, and social development and ensuring national defense, security, social order and safety.

Second, ensure compliance with the Party and State's policies on national digital transformation, contributing to the
p y p g g

building of e-Government, digital Government, and digital society.

Third, the development of the Law project is carried out on the basis of summarizing practices in recent years;
overcoming shortcomings, inadequacies, and limitations; Implement uniformity, synchronization, and effective use of
information in databases, serving state management and socio-economic development, contributing to the prevention and

fight against crimes and law violations.

Fourth, create a complete legal basis for the exploitation and operation of the National General Database and the

development of the National Data Center; ensure synchronization and unity in the legal system.

Fifth, selectively refer to the laws on data management of a number of countries, in accordance with the practical

conditions of Vietnam.
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V. STRUCTURE AND BASIC CONTENT OF THE LAW
The 2024 Data Law has 05 chapters and 46 articles, specifically as follows:

- Chapter I (General provisions) includes 10 articles (from Article 1 to Article 10), regulating: Scope of
regulation; subjects of application; interpretation of terms; application of the Data Law; principles of building, developing,
protecting, managing, processing, and using data; State policies on data; international cooperation on data; State
management of data; building and developing data in Party agencies, the Vietnam Fatherland Front Committee and socio-

political organizations; prohibited acts.

Accordingly, the Data Law regulates digital data; building, developing, protecting, managing, processing, and using
digital data; National Data Center; National comprehensive database; digital data products and services; state management
of digital data; rights, obligations and responsibilities of agencies, organizations and individuals related to digital data

activities.

The Law applies to Vietnamese agencies, organizations and individuals; foreign agencies, organizations and
individuals in Vietnam; foreign agencies, organizations and individuals directly participating in or related to digital data

activities in Vietnam.

The Data Law has provided for the interpretation of terms to clarify a number of terms related to state management
of data, ensuring consistency in understanding and convenience in the implementation process, including: Digital data;
shared data; private data; open data; original data; important data; core data; data processing; database; National
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consolidated database; Data sharing and coordination platform; data subjects; data owners; data owners; data owner's rights

to data; data encryption; data decryption; data coordination.

In addition, the Data Law is a new Law and is identified as the original law, regulating and comprehensively
regulating activities related to data. Therefore, the Law has stipulated an Article on the application of the Data Law to ensure
consistency with the provisions on the application of legal documents in Article 156 of the Law on Promulgation of Legal
Documents and similar to the provisions in other laws such as Article 4 of the Capital Law, Article 3 of the Law on National

Defense Industry, Security and Industrial Mobilization, Article 4 of the Law on Civil Defense, etc.

In addition, to ensure effective state management of data, the Data Law also stipulates very specifically a number of
contents such as: Principles of building, developing, protecting, managing, processing and using data; state policies on data;
international cooperation on data; state management of data; building and developing data in Party agencies, the Vietnam

Fatherland Front Committee and socio-political organizations; prohibited acts.

The Law stipulates that data is a resource, the State has a policy to mobilize all resources to enrich data, develop data

into assets; the rights of data owners to data are property rights according to the provisions of civil law.

Regarding state management of data, the Law stipulates: (1) The Government unifies state management of data; (2)

The Ministry of Public Security is the focal agency responsible to the Government for performing state management of

data, except for the scope of management of the Ministry of National Defense; (3) The Ministry of National Defense is

responsible to the Government for performing state management of data within its scope of management; the Minister of

National Defense is responsible to the Government for performing state management of key data within its scopi, of
'
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management according to the provisions of the law on key data; (4) Ministries, ministerial-level agencies, and government
agencies, within the scope of their functions, tasks, and powers, shall build and develop databases; coordinate with the
Ministry of Public Security to perform state management of data; (5) Provincial People's Committees shall build and

develop databases; perform state management of data at the local level.

Chapter II (Building, developing, protecting, managing, processing, and using data; national data
development fund) consists of 19 articles (from Article 11 to Article 29), stipulating: Data collection and creation; data
quality assurance; data classification; data storage activities; data administration and management; data access and retrieval,
data connection, sharing, and coordination; data provision to state agencies; data analysis and synthesis; data confirmation
and authentication; data disclosure; data encryption and decoding; cross-border data transfer and processing; scientific,
technological and innovative activities in building, developing, protecting, managing, processing and using data; identifying
and managing risks arising in data processing; other activities in data processing; data protection; technical standards and

regulations on data; national data development fund.

1. The Data Law stipulates the basic contents that must be complied with in the process of data processing for
agencies, organizations and individuals (including more than 20 specific activities); the administration, identification and
management of risks arising in data processing; at the same time, to meet the requirements in the management and
development of high-tech applications in data processing, which is a development trend in the world today, the Law

stipulates scientific, technological and innovative activities in the construction, development, protection, administration,

2
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2. The Law stipulates the provision of data to state agencies

The Data Law stipulates that domestic and foreign organizations and individuals are encouraged to provide data under
their ownership to state agencies. However, in cases of responding to emergencies; when there is a threat to national defense
and security but not to the extent of declaring a state of emergency; disaster; In order to prevent and combat riots and
terrorism, organizations and individuals must provide data to State agencies when requested by competent authorities
without the consent of the data subject. This is a necessary provision to resolve difficulties and problems related to the
management, operation, connection, exploitation and use of information in databases; regulate the use of data by enterprises

and individuals to promptly handle the above cases.

For state agencies receiving data provided by organizations and individuals, they are responsible for (1) using the
data for the right purpose; (2) ensuring data security, safety, data protection, and other legitimate interests of data subjects,
organizations and individuals providing data in accordance with the provisions of law; (3) destroying data immediately
when the data is no longer necessary for the requested purpose and notifying the data subjects, organizations and individuals
who provided the data; (4) Notify the storage and use of data upon request of organizations and individuals providing data,

except in cases of protecting state secrets and work secrets.
3. Law on cross-border data transfer and processing

Currently, the buying and selling of data in general and the transfer of data between organizations and individuals are
increasingly popular; not only individually but also professionally and regularly, becoming a "service", a business channel;

including raw data, processed personal data, non-personal data; including the transfer of data abroad, to forgign
—
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organizations and individuals. This activity has many potential risks affecting security, national defense, social order and
safety; especially core data, important data of the country. Many countries in the world have also had regulations to restrict
and control the transfer of this data abroad, especially core data and important data to ensure the security of data resources

such as the regulations of China, the US and Russia.

Therefore, in addition to the regulations that agencies, organizations and individuals are free to transfer data from
abroad to Vietnam, process foreign data in Vietnam, and have their legitimate rights and interests protected by the State
according to the provisions of law, the Data Law also stipulates the transfer and processing of cross-border data for core
data and important data; at the same time, the Government is assigned to specify the transfer and processing of cross-border
data with specific requirements, conditions and procedures to ensure national defense, security, protect national interests,
public interests, rights and legitimate interests of data subjects and data owners according to the provisions of Vietnamese

law and international treaties to which Vietnam is a member.
4. The Data Law stipulates the National Data Development Fund

Currently, the state budget allocated for digital transformation activities in general and the construction and
development of databases in particular is still very limited, there are no resources to support organizations and enterprises
in researching and developing technology applications in data processing (such as artificial intelligence, cloud computing,
blockchain technology, etc.); meanwhile, data is the core resource for implementing digital transformation. Therefore, to
promote the application of data to serve digital transformation in rural, mountainous areas, areas with difficult and especially
difficult socio-economic conditions; support research on solutions to increase data protection, transfer of data technolohgy,
'
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development of high-tech applications related to data processing; Support and reward organizations and individuals with
achievements in data construction and development... The Data Law has stipulated a national data development fund to

mobilize social resources to support the construction and development of national data.

- Chapter III (Construction and development of the national data center; national comprehensive database)
consists of 09 articles (from Article 30 to Article 38), stipulating: Infrastructure of the National Data Center;
responsibilities of the National Data Center; ensuring resources for construction and development of the National Data
Center; construction of the National Comprehensive Database; collection, update, and synchronization of data into the
National Comprehensive Database; exploitation and use of the National Comprehensive Database; connection and sharing
of data with the National Comprehensive Database; provision of data to the National Comprehensive Database; fees for
exploitation and use of data in the National Comprehensive Database and other databases managed by state agencies. 1.
The Law on Data specifically regulates the construction and development of the National Data Center, including:
Infrastructure of the National Data Center; responsibilities of the National Data Center; ensure resources for the construction

and development of the National Data Center.

Accordingly, the National Data Center will be built, managed, exploited and operated by the Government to ensure
unity, stability and sustainability. The National Data Center integrates, synchronizes, stores, shares, analyzes, exploits and
coordinates data of state agencies in accordance with the provisions of law and provides information technology
infrastructure for Party and State agencies, the Vietnam Fatherland Front Committee and socio-political organizations.
Accordingly, the National Database must use the infrastructure of the National Data Center according to the roadmap
/h, 7
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prescribed by the Government; Databases in the fields of national defense, security, foreign affairs, cryptography and
specialized databases, other databases are not required to use the infrastructure of the National Data Center, but if there is a
need to use it for exploitation, operation, efficiency improvement, security assurance, information safety in management,
administration, data processing, it will be implemented on the basis of agreement with the National Data Center and the
Government will also specify in detail the procedures for implementing this content. At the same time, the National Data
Center is responsible for (1) supervising data quality assurance, data coordination activities; building measurement and
performance evaluation systems for data management activities; (2) implementing data protection measures; (3) scientific
research on data, application of technology in data processing, provision of technology infrastructure, products, and services
on data; supporting organizations and individuals in data processing; Building an innovation center, supporting innovation
in data science; developing innovation activities in data science; developing an innovation startup ecosystem in science and
technology on the data platform of the National General Database; (4) Organizing the implementation of international

cooperation on data.
2. One of the important contents of the Data Law is the regulation on the construction of the National General Database.

The National General Database is built to serve the exploitation and common use to meet the activities of the Party,
State agencies, the Vietnam Fatherland Front Committee and socio-political organizations; serving the implementation of
administrative procedures, public services, serving the direction and administration of the Government; serving the work

of statistics, policy making, planning, strategy development for socio-economic development, national defense, security,

2
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foreign affairs, cryptography, crime prevention and control, handling of law violations; serving the needs of data

exploitation, use and application of organizations and individuals.

Data is collected, updated and synchronized into the National General Database, including: (1) open data; (2) shared
data of state agencies; (3) private data of state agencies according to the Prime Minister's decision to serve the tasks of
national defense, security, foreign affairs, cryptography, socio-economic development, digital transformation, national
interests, public interests; (4) data of Party agencies, the Vietnam Fatherland Front Committee and socio-political

organizations when agreed by the data owner; (5) other data provided by organizations and individuals.

Exploiting and using data from the National General Database will positively impact all existing administrative
procedures, meeting the requirements of administrative procedure reform, supporting state management activities, and

directing and operating the Government such as:

First, on connecting and sharing data between systems: Instead of the system of a ministry, branch, or locality having
to connect with the systems of other ministries, branches, and local information systems, it only needs to connect with the
National Data Center. Therefore, the number of procedures and the number of times to connect, share, and exploit
information between databases from ministries, branches, and localities with other information systems will be reduced;

ensuring that data processing in handling administrative procedures is done faster.

- Chapter IV (Data products and services) includes 05 articles (from Article 39 to Article 43), regulating: Data
products and services; data intermediary products and services; data analysis and synthesis products and services; data

2




BAI DU THI TiM HIEU LUAT DU LIEU TRONG CONG AN NHAN DAN Q%

platforms; responsibilities of organizations providing data intermediary products and services, data analysis and synthesis,

and data platforms.

1. The Data Law regulates data-related products and services and assigns the Government to provide detailed

regulations for management of organizations providing data-related products and services.

The management and development of new data products and services will contribute to establishing a data market,
promoting digital transformation in industries and sectors of the economy, transforming the method of communication
between state agencies and organizations, individuals and social relations in the digital environment. 2. The Data Law also
stipulates the basic contents of the data floor, the specific contents will be stipulated by the Government in the Decree.
Accordingly, the data floor is a platform providing data-related resources to serve research, startup development, innovation;
providing data-related products and services to serve socio-economic development; and is an environment for trading and
exchanging data and data-related products and services. However, the Law also clearly stipulates the types of data that are
not allowed to be traded, including: (1) Data that i1s harmful to national defense, security, foreign affairs, and cryptography;
(2) data that is not agreed to by the data subject, unless otherwise provided by law; (3) other data that is prohibited from
trading according to the provisions of law. 3. In addition, the Law also stipulates that organizations providing data
intermediary products and services, data analysis and synthesis, and data platforms must be responsible for: (1) Providing
services to organizations and individuals on the basis of agreements in service provision contracts; (2) Ensuring smooth and
continuous information reception channels and service use; (3) Regularly managing, checking, and monitoring data safety
and security; preventing, stopping, and handling data risks; monitoring behaviors that may affect data protection; (4)
/h, 7
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complying with the provisions of the law on network information security, the law on network security, the law on electronic
transactions, and other relevant legal provisions. At the same time, the Government shall specify these contents in detail to

ensure effective implementation.

- Chapter V (Implementation provisions) consists of 03 articles (Articles 44 to 46), regulating: Amendments and

supplements to a number of articles of relevant laws; effective date and transitional provisions.

Accordingly, to ensure consistency and synchronization in the legal system in general and data law in particular, the
Data Law has stipulated amendments and supplements to Appendix No. 01 on the List of fees and charges issued together
with the Law on Fees and Charges to supplement (1) Fees for exploiting and using information in the National General

Database; (2) Fees for exploiting and using information in national databases and other specialized databases.

In addition, the Law also stipulates transitional content for the National Database Management Agency that has
invested in the construction or leased data infrastructure services before the effective date of the Law to continue using the
invested or leased systems and equipment until the National Data Center is qualified to receive and provide infrastructure

for the national database according to the provisions of the Data Law and the Prime Minister will prescribe a roadmap for

recelving, converting and using the infrastructure of the National Data Center for this national database.
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VI. CONDITIONS FOR ENSURING IMPLEMENTATION
1. Regarding human resource assurance

Human resource assurance in implementing the Data Law is basically the team of people working in data processing
and management of state agencies, political organizations, and socio-political organizations. The Data Law does not
stipulate the staffing and organization of the National Data Center, but assigns the Minister of Public Security to stipulate
the functions, tasks, powers, and organization of the National Data Center. The establishment of the National Data Center
is decided by the Government and the National Data Center is a new unit under the Ministry of Public Security. In the period
from now to 2030, it is expected that the National Data Center will attract, train, coach, and develop a team of human

resources to operate and manage the system to meet national and international standards in data management.
2. Regarding financial resources assurance

a) The assurance of resources for the implementation of the Data Law is basically guaranteed by the state budget and
revenue from the provision of data-related products and services. The construction of the National Data Center is currently
being implemented on the basis of the implementation of Resolution No. 175/NQ-CP dated October 30, 2023 of the
Government approving the National Data Center Project, so it will not cause sudden changes in state budget expenditures
(the estimated cost of building the National Data Center in phase 01 (until 2025) is about VND 20,000 billion). During the
process of implementing the investment in the construction of National Data Center No. 1, based on the actual situation and
needs, the Ministry of Public Security will continue to research and propose projects to build National Data Centers in the

next investment phases in accordance with the medium-term public investment plan 2026 - 2030 to submit to compegent
>—
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authorities for approval to ensure savings, efficiency, avoid waste and best suit the development of technology. Therefore,
the implementation of the Law will ensure feasibility. The Ministry of Finance and the Ministry of Planning and Investment
have promoted their permanent role in guiding and allocating funding for the implementation of Project 06 and have issued
many instructions to ministries, branches and localities to arrange funding sources for the implementation of Project 06
within the scope of the assigned medium-term public investment plan for the period 2021-2025 (Official Dispatch No.
933/BKHDT-QPAN dated February 16, 2022, Official Dispatch No. 4275/BKHDT-DKKD dated June 27, 2022, Official
Dispatch No. 3199/BKHDPT-DKKD dated April 27, 2023 and Official Dispatch No. 3378/ BKHDT-DKKD dated May 5,
2023 of the Ministry of Planning and Investment; Official Dispatch No. 933/BTC dated February 9, 2022 of the Ministry
of Finance). Therefore, it is completely feasible to ensure funding for ministries, branches and localities to implement the
tasks and contents stipulated in the Law (such as data standardization, equipment procurement, IT infrastructure upgrading,
human resource training, etc.). b) Funding for training, coaching, organizing propaganda, dissemination, organizing the
implementation of the Data Law and funding for management and maintenance of the National Data Center; investing in
infrastructure and technological human resources to ensure the construction and management of the National Data Center.

The use of funding must be for the right purposes, contents, regimes and expenditure norms according to the provisions of

law on management and use of the state budget for activities in the fields of national defense and security.
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VII. FORECASTING IMPACT ON PEOPLE AND SOCIETY

The Data Law is the original law that comprehensively regulates and regulates activities related to data; therefore, in
the context that the whole country is moving towards the goal of national digital transformation, the Data Law is an
important legal foundation, playing a core role in implementing the contents and tasks that the Government has identified
in the digital transformation work, creating favorable conditions for socio-economic development, while protecting the
rights of people in cyberspace through data management, protection, processing and exploitation. This helps agencies,
organizations and individuals have specific instructions in collecting, managing and using data, thereby enhancing the
effectiveness of state management and applying technology to public services; marks an important step forward in the

process of building a digital government, digital economy and digital society in our country in the current period.

By requiring all state agencies to synchronize data into a shared system instead of maintaining independent databases,
it will not only help to minimize duplication but also increase data accuracy, especially important in areas such as population
management, land, and social insurance. Through data synchronization, a ministry or sector when needing information from

another agency can directly access it through the common system instead of having to request or build a separate channel.

By institutionalizing the Party and State's policies and guidelines on digital transformation, the Data Law will have a
profound impact on the construction of a digital government, especially in improving the ability to share shared databases
among ministries, sectors, and localities; ensure increased transparency and efficiency of the government through smart
data management, interconnectivity and efficiency of shared databases; create opportunities for organizations and
businesses to access support policies of the State, create motivation for research, innovation, investment, developmen‘: of

‘
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products and services related to data, increase economic efficiency through data; at the same time, people will have more
opportunities to access, choose, and use products and services related to data in a comprehensive manner, contributing to

promoting the development of the digital economy, digital society and digital citizens.

The Data Law has identified the responsibilities of each agency in data administration, management and sharing.
This ensures clarity in the assignment of tasks, reduces conflicts or contradictions in data usage rights between ministries
and branches; At the same time, it facilitates agencies to quickly coordinate the implementation of cross-sectoral
digitalization programs, such as integrating health, education, and financial data, etc. The Data Law also stipulates that data
management agencies apply strict security measures to protect shared data from the risk of attack, loss, or misuse, so that
data security and confidentiality will be better ensured. The National Data Center will be primarily responsible for

monitoring and protecting this data.

The Data Law will make an important contribution to improving online public services and government operational
efficiency through data sharing; meeting the requirements of administrative procedure reform, creating conditions for all
citizens to benefit from digital transformation activities: When databases are interconnected, online public services will
become faster and more efficient. For example, citizens only need to provide information once when carrying out
administrative procedures, instead of having to submit the same type of document to many different agencies. Departments
that process administrative records can check information in real time, reducing processing time and improving user
experience. At the same time, interconnected data helps the government analyze trends, forecast and plan policies better.
For example, in healthcare, population and health insurance data can be integrated to build appropriate healthcare programs.
/h, 7
i 76 e




BAI DU THI TiM HIEU LUAT DU LIEU TRONG CONG AN NHAN DAN Q%

In land management, cadastral information can be combined with planning data for effective monitoring and enforcement.
To ensure the effective implementation of the Data Law, close coordination between ministries, branches and localities, as
well as the participation of businesses and people, is required to achieve the goal of comprehensive digital transformation.
This is a strategic step to help Vietham move faster on the path of digital transformation. It not only enhances the ability to
coordinate and share data among government agencies but also significantly improves the quality of public services and

state management. These changes will contribute to building a transparent, effective digital government that better meets

the needs of people and businesses.
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CONCLUSION

Under the guidance of the Party, the State and the Ministry of Public Security, the contest to learn about the Law on
Data in the People's Public Security is not only a purely professional activity, but also a profound, practical and meaningful
political activity. Through the journey of research, contemplation and dissemination, each officer and soldier - especially
the young generation - has the opportunity to access, understand correctly, understand deeply and enhance their sense of
responsibility for the task of protecting the Party's ideological foundation in the digital age. The Law on Data is not only a
legal tool, but also a manifestation of strategic vision, affirming the national position and mission of the People's Public
Security force in maintaining data sovereignty, protecting network security, information security, for the benefit of the
Fatherland and the people. The contest entry focused on clarifying eight core contents, fully demonstrating the spirit of
research, responsibility and dedication of a people's public security soldier in response to urgent practical requirements.
From studying the legal policies on data in countries around the world to the need to build a legal framework for data in
Vietnam, the author deeply understands that data protection is not only about protecting information, but also about
protecting the trust and core values of the nation in the digital age. The analysis of rights, obligations and mechanisms to
ensure the implementation of data rights clearly shows the approach to human rights in Vietnam's modern legal policies -
taking people as the center, data serving people and owned by people. In addition, the contents on prohibited behaviors,
innovative activities in the data field, regulations on data exploitation and sharing in the national database or the
responsibility of the National Data Center have been thoroughly explained, both demonstrating theoretical depth and closely

following the development practice of the national digital infrastructure. From there, it is affirmed that without a unified,

2
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transparent and secure data strategy, Vietnam will find it difficult to transform strongly in the global race for digital economy

and smart governance.

In particular, with the People's Public Security force - the leading agency, pioneering in state management of data,
the contest entry has highlighted the key role of the Ministry of Public Security and the Public Security of units and localities
in performing tasks: from building a National Data Center, deploying secure data products, to participating in international
agreements on data sharing, exchanging early warnings and coordinating cross-border incident handling. The key tasks set
from now until 2030 are the guiding principles for the Public Security force to constantly innovate, improve technological

capacity, and proactively respond to non-traditional security challenges, especially cybercrime and high-tech crimes.

The contest to learn about the Law on Data in the People's Public Security is therefore not simply a broad political
activity, but a place where the intelligence, responsibility and desire for innovation of soldiers in the digital age converge.
For us - the soldiers of the Ca Mau Provincial Police, the place at the end of the country but always full of will and loyalty
- this contest is a valuable opportunity to foster the spirit of learning, practice political qualities, and more clearly identify
our role in the comprehensive digital transformation of the force. Each line written not only reflects personal awareness,
but also a promise, a commitment to dedicated service, ready to contribute to the cause of building "a unified, synchronous,
safe, modern and rich in national identity Vietnamese data" as General Secretary To Lam has directed. The contest will end,
but the values, awareness and motivation from it will continue to spread, will continue to fuel the journey of building a
revolutionary, disciplined, elite, modern People's Public Security force, capable of mastering the digital space, brave enough

to preserve the truth, protect the Party, the State and the People in the data age. That is the honor, the responsibility, the

2

command from the heart of a police officer in the new era.
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